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This cheatbook is made to spark
your curiosity, equip you with the

basics, and help you find your own
area to dive deeper into.

It is filled with questions and
answers. Use it to enhance your
knowledge or to prepare for a
specific job.




Encryption algorithms secure data by
transforming readable data
(plaintext) into unreadable data
(ciphertext) using a cipher and an
encryption key. Only those who
possess the corresponding
decryption key can revert the
ciphertext back to plaintext, ensuring
that sensitive information remains
confidential and protected from
unauthorized access.




A VPN, or Virtual Private Network,
extends a private network across a
public hetwork, enabling users to

send and receive data as if their
computing devices were directly
connected to the private network. It
enhances security by encrypting the
Internet connection, hiding the user's
IP address, and preventing
unauthorized interception of data,
thus providing privacy and protecting
sensitive data during transmission.




Symmetric encryption uses the same
key for both encryption and
decryption, making it faster but
requiring secure key distribution
methods. Asymmetric encryption
uses a pair of keys (public and
private) where the public key
encrypts data and the private key
decrypts it, facilitating secure data
exchange without the need for
secure key distribution, but it is
slower than symmmetric encryption
due to its computational complexity.




Common types of cyber attacks
include phishing, where attackers
deceive users into providing sensitive

data; ransomware, which locks users'
files or systems until a ransom is paid;
DDoS attacks, which overwhelm
systems with traffic to cause a
shutdown; malware, including viruses
and worms, that can damage or take
control of systems; and SQL injection,
where attackers manipulate backend
databases through vulnerable
application code.




Antivirus programs detect malware
using signature-based detection
(comparing files against a database

of known malware signatures),
heuristic analysis (identifying
unknown viruses or malware by
behaviors or characteristics), and
behavior monitoring (observing the
behavior of programs). Once
detected, the antivirus can
guarantine, delete, or take specific
actions to remove the malware and
repair any damage.




MFA is a security system that requires
more than one method of
authentication from independent
categories of credentials to verify the
user's identity for a login or other
transaction. It is used to enhance
security by combining something the
user knows (password ), something
the user has (security token), and/or
something the user is (biometric
verification), making it more difficult
for unauthorized persons to access
sensitive data or systemes.




A security policy is a written
document in an organization
outlining the rules, guidelines, and
practices for ensuring the protection
of its information technology assets,
data, and resources. It defines the
company's stance on security, the
responsibilities of its employees, and
the procedures for managing and
protecting information assets from
various threats, thereby establishing a
baseline for security practices within
the organization.




Patch management is the process of
distributing and applying updates to
software. These patches often fix

vulnerabilities that could be
exploited by cyber attackers. Effective
patch management is crucial
because it helps protect systems
from known vulnerabilities and
threats, ensuring that software is up-
to-date and reducing the risk of
security breaches that could lead to
data loss, system downtime, or other
cyber incidents.




A firewall monitors and controls
iIncoming and outgoing network
traffic based on predetermined
security rules. It acts as a barrier
between a trusted internal network
and untrusted external networks,
such as the internet. Types of firewalls
Include packet-filtering firewalls,
stateful inspection firewalls, proxy
firewalls, and next-generation
firewalls (NGFW), each offering
different levels of security control and
iInspection capabilities.




Social engineering is a manipulation
technique that exploits human error
to gain private information, access, or

valuables. Common forms include
phishing (tricking people into
providing sensitive information),
pretexting (creating a fabricated
scenario to gain information), baiting
(offering something enticing to steal
information or install malware), and
tailgating (unauthorized person
following an authorized person into a
restricted area).




Risk assessment is the process of
iIdentifying, analyzing, and evaluating
risk. In cybersecurity, it involves
iIdentifying potential threats and
vulherabilities that could impact
iInformation systems and data,
anhalyzing the likelihood and
potential impact of these threats, and
determining the best ways to
mitigate or manage the risk to an
acceptable level. This process helps
organizations prioritize security
efforts and resources effectively.




IDS and IPS are both used to detect
and respond to threats. An IDS
monitors hetwork and system traffic
for suspicious activity and reports
potential threats, acting as a
surveillance system. An IPS, on the
other hand, not only detects threats
but also takes pre-defined actions to
prevent or mitigate the attack, such
as blocking traffic from a malicious IP
address. Essentially, IDS is about
detection and alerting, whereas IPS
involves active prevention.




Zero-day vulnerabilities are previously
unknown software flaws that hackers
can exploit before developers

become aware of them and release
fixes. They are significant because
until the vulnerability is patched,
attackers can exploit it to conduct
attacks, such as spreading malware,
stealing data, or gaining
unauthorized access, posing a high
risk to systems and data security.




SIEM systems provide real-time
analysis of security alerts generated
by applications and network
hardware, enhancing cybersecurity
by centralizing the collection and
anhalysis of security data from across
an organization's IT infrastructure.
This enables the detection of
potential security incidents that
might otherwise go unnoticed,
facilitates rapid response to threats,
and supports compliance with
regulatory requirements by logging
security events.




BCP and DRP are essential
compohents of an organization's
resilience strategy, outlining

procedures to maintain operations
during and recover from a disruption,
such as a cyberattack. BCP focuses on
maintaining business operations with
minimal downtime, while DRP
provides a roadmap for recovering
lost data and restoring IT systemes.
Both are critical for minimizing the
iImpact of security incidents on
business operations and ensuring
long-term viability.




Physical security is critical to
cybersecurity as it prevents
unauthorized physical access to IT
Infrastructure and devices, protecting
against theft, vandalism, and
espionage that could lead to data
breaches or system compromises.
Effective physical security measures,
such as access controls, surveillance,
and secure disposal of equipment,
complement cybersecurity efforts by
providing a holistic approach to
protecting an organization's assets.




Organizations can improve
cybersecurity awareness through
regular training programs, security
awareness campaigns, simulated
phishing exercises, clear and concise
security policies, and encouraging a
culture of security. Educating
employees about common threats,
safe online behaviors, and the
Importance of following security
policies helps build the first line of
defense against cyber threats by
reducing human error.




Incident response is the process an
organization follows to handle a
cybersecurity incident or breach. It

iIncludes preparation, detection,
analysis, containment, eradication,
recovery, and post-incident activities.
It's important because it helps
Mminimize the impact of incidents
through swift and effective action,
enabling the organization to recover
quickly, reduce damages, and
prevent future breaches by learning
from the incident.




A security audit is a comprehensive
evaluation of an organization's
Information system security,
measuring how well it conforms to a
set of established criteria. It identifies
vulnerabilities, assesses the
effectiveness of security policies and
controls, and ensures compliance
with regulatory standards. The
significance lies in its ability to reveal
weakhesses in the security posture,
guiding improvements to protect
against cyber threats and breaches.
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